NHOOPMALIMUOHHAA TAMATKA
JJIA OBYYAIOIIINXCSA JJISA PASMELIEHUA
HA OOUHUNAJIBHBIX UHTEPHET-PECYPCAX

C KaxIbIM TrOJOM MOJIOACKH B HWHTEpPHETE CTAHOBUTHCA OoJIblle, a
IIKOJIbBHUKU OJHM W3 CaMbIX aKTUBHBIX mMojb3oBareneid Pynera. Mexnay tew,
TOMHMO OTPOMHOT'0 KOJTMYECTBA BO3MOKHOCTEH, MHTEPHET HECET U MPOOJIeMbI. JTa
namsTKa JI0JbKHA MOMOYb Te0e 6€30IacHO HaXOIUThCS B CETH.

KommbrorepHsie BUpycChl

KoMIbroTepHBI BHPYC - 3TO Pa3sHOBUAHOCTH KOMIIBIOTEPHBIX IIPOTpaMM,
OTJINYUTENBHOU OCOOEHHOCTBIO KOTOPOM SBISAETCS CIOCOOHOCTh K Pa3MHOKEHUIO.
B nonosiHeHHE K 3TOMY, BUPYChl MOTYT IOBPEIUTH WU MOJHOCTBIO YHUUYTOXKHUTH
Bce (hailnibl U JaHHbIE, TOJKOHTPOJIbHBIE NIOJb30BATENI0, OT UMEHH KOTOPOro Obliia
3amylleHa 3apa)KCHHas NMPOorpaMMa, a TAKXKE MOBPEAUTh WIHM AK€ YHHUUTOXKHUTH
OTIEPalMOHHYIO0 CHCTEMY CO BceMHu daiiamu B 1eoM. B OONbIIMHCTBE CiIy4yaeB
pPacIpoCTPaHsIOTCS BUPYChI UEPE3 NHTEPHET.

MeToabl 3a1UThI OT BPEAOHOCHBIX TPOrPAMM:

1. Hcnonp3yi COBpPEMEHHBIE OINEPALMOHHBIE CHCTEMBI, MMEIOIIUE CEPHE3HBIN
YPOBEHB 3aIIMUThI OT BPEJOHOCHBIX IPOrPaMM;

2. IlocrosHHo ycraHaBnuBall nautu (Uu@poBblE  3alIaTKU, KOTOpHIE
ABTOMATUYECKH YCTAaHABIMBAIOTCS C LIEJIbIO JOPAOOTKH MPOrpaMMbl) U JIpYyrue
OOHOBJICHUS CBOCH OnepannoHHOM crucTeMbl. CKaunBal UX TOJIBKO ¢ OPHUITHATLHOTO
caifta pazpaborunka OC. Eciu cyiecTByeT peskuM aBTOMaTHYECKOI0 OOHOBIIEHUS,
BKJIFOYH €T0;

3. PabGoraii Ha CBOeM KOMIIBIOTEPE TIOJl MpaBaMH IOJb30BAaTENd, a He
aJMMHHUCTpaTopa. OTO HE IO3BOJIUT OOJIBIIMHCTBY BPEJOHOCHBIX MpPOrpaMm
VMHCTAJUIMPOBATHCS HA TBOEM NIEPCOHATBHOM KOMITBIOTEPE;

4. Hcnosmp3yil ~ aHTUMBHPYCHBIE  NPOIPAMMHBIE  NPOAYKTBI  M3BECTHBIX
IIPOM3BOJIUTEIICH, C aBTOMATHYECKUM OOHOBJICHHEM 0as3;

5. Orpanunup pu3nUecKUil JOCTY K KOMIBIOTEPY AJIs1 IOCTOPOHHUX JIMIL;

6. Mcnonb3yil BHEIIHME HOCUTENW UH(GOpMAIMHU, TaKue Kak (Quiellika, TUCK WU
¢ails u3 HHTEpHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbiBail KOMIIbIOTEpHBIE (hailyibl, TMOJYYCHHBIE U3 HEHAJACKHBIX
UCTOYHUKOB. Jlaxke Te (ailnbl, KOTOpble MpUcIan TBOM 3HAKOMBIH. Jlyumie yTounu
y HEro, OTTIPABJISUI JIU OH Te0e uX.

Ceru WI-FI

Wi-Fi - 310 He Buj nepeayn JaHHBIX, HE TEXHOJOTHS, @ BCErO JIUIIb OPEH]I,
mapka. Eme B 1991 roay Huaepnanjackas KOMIAHHUS 3aperucTpupoBajia OpeHn
"WECA", 4yto o0o3nauano cnoBocoueranue "WirelessFidelity", kotopsiii
NIEPEBOIUTCS Kak "OeCTpOBOHASI TOYHOCTH'".



Jlo Hailero BpeMeHH JI0IuIa Jpyras abOpeBuarypa, KOTopas SBISETCS TAaKOU
xKe TexHojiorued. Jto abbpematypa "Wi-Fi". Takoe Ha3BaHHMe OBUIO JaHO C
HAaMEKOM Ha CTaHJapT BbIcLIEH 3ByKoBOM TexHUKU Hi-Fi, yTo B nepeBoje o3Havaer
"BbICOKAsi TOYHOCTB".

Ja, OecriaTHBIM MHTEPHET-A0CTYI B Kade, OTesIX U adpornopTax SBISICTCS
OTJIMYHOW BO3MOXHOCTBIO BBIXO/1a B MHTEpHET. HO MHOTHE SKCTIEPTHI CUUTAIOT, UTO
obmenocrymubie Wi-Fi cetn He ABISIOTCS O€30TIaCHBIMH.

CoBeTbl 110 6€301aCHOCTH PadOTHI B 00IIEAOCTYHHBIX ceTsax Wi-fi:

1. He nepenasaii cBoto JM4Hy0 HHpOpMaLHIo yepe3 odmenoctynusie Wi-Fi cetu.
PaGoTas B HHX, *KenaTeapHO HE BBOJUTH MAPOJU JOCTYIA, JJOTUHBI M KaKUE-TO
HOMeEpa;

2. Ucnionb3yit 1 OOHOBIISAM aHTUBUPYCHBIE POTpaMMBI U OpanamMayep. Tem cambiM
TBHI 00€30MacHuIIb ce0s1 OT 3aKaUYKH BUPYyCa Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonwszoBanuu Wi-Fi otkmoun dynkuio "OOmmit qoctyn x (aitnam u
npuntepam". JlanHas (yHKUIMS 3aKpbiTa MO YMOJYAHUIO, OJHAKO HEKOTOpbIE
M0JIb30BATENM AKTUBUPYIOT €€ JJIsl y100CTBa UCIIOJIb30BaHMs B paboTe win yueoe;
4. He ucnionw3yit myommunbsidi WI-FI a1t nepenayum TMUHBIX JAHHBIX, HATIPUMED IS
BBIXOJIa B COIIMAJIHBIE CETH WU B AJIEKTPOHHYIO MOYTY;

5. Ucnonp3yi TosbKO 3amuiieHHoe coequnenne uepe3s HTTPS, aue HTTP, 1.e. npu
HaOope BeO-aapeca BBoau uMeHHO "https://";

6. B moOunbHOM Tenedone oTkmoun QyHkuuo "Tlomkmodenne k  Wi-Fi
aBromatuyecku". He pomyckaili aBTOMAaTHYeCKOro MOJKIIOUEHUS YCTPOWCTBA K
cetssM Wi-Fi1 6e3 TBoero cornacus.

CornmanbHEIE CETH

CouuanbHble CETH aKTUBHO BXOJAT B HAIlly KU3Hb, MHOTHE JIIOJU PaOOTaOT
U )KMBYT TaM IIOCTOSIHHO, a B Facebook yxe 3apeructpupoBaH MUIIHap/] YEIOBEK,
4yTO SIBJIACTCS OJHOM CEeIbMOM BCeX KUTeJeH IUIaHeThl. MHOTrHe IOJIb30BaTEeIN HE
NOHUMAIOT, YTO MH(pOpMaLs, pa3MEIIEHHAas UMU B COLMAJIBHBIX CETSIX, MOXKET
ObITh HaillleHa M MCIOJIb30BaHA KEM YTOAHO, B TOM YHCJIE HE O00s3aTENbHO C
0JIarMM1 HaMEPEHUSIMH.
OcCHOBHBIE COBETHI IO 0€30MACHOCTU B COI[UAIBHBIX CETSIX:
1. Orpannub cnvcok napyseil. Y 1e0st B Opy3bsX HE JOJDKHO OBITh CIy4yailHBIX U
HE3HAKOMBIX JIFOACH;
2. 3amuinai cBOK YacTHYIO *u3Hb. He ykasbiBaii maposu, TenedoHsl, aapeca, 1aTy
TBOETO POXICHHS U JIPYTYI0 JTUYHYIO HHPOPMAIHIO. 3JIO0YMBIIUICHHUKA MOTYT
UCIOJIb30BaTh Jake MHPOPMAIMIO O TOM, KaK Thl U TBOU POJUTEIH IUIAHUPYETE
IIPOBECTU KaHUKYJIbI;
3. 3amumiiail cCBOIO penyTaluio - Iep>KU €€ B YUCTOTE U 3aJ1aBail cebe BOmpoc: XOTell
Obl ThbI, 4TOOBI ApPYyTHE IOJIB30BATEIU BUIEIU, YTO Thl 3arpyxaems? [lomgymai,
IPEXkKE YEM UTO-TO ONyOJIUKOBATh, HAUCATh U 3arPy3UTh;
4. Eciu Thl TOBOPHILB C JIFOJIBMH, KOTOPBIX HE 3HACIIIb, HE HCTIOJIb3YH CBOE PEAIBHOE
UM U APYTYIO JTUYHYI0 UHPOpPMAIUU: UM, MECTO JKUTEIbCTBA, MECTO Y4eObl U
npoyee;



5. Usberaii pasmemienus ¢ororpaduit B MHTEepHere, rae Thl H300pakeH Ha
MECTHOCTH, 10 KOTOPON MOKHO ONPEAEITUTh TBOE MECTOMOJIOKEHUE;

6. Ilpu perucrtpanuu B COIMAIBLHON CETH HEOOXOJUMO HCHOJIB30BaTh CIIOMKHBIE
HapoJIu, COCTOSMUE U3 OYKB U TGP U C KOJIUIECTBOM 3HAKOB HE MEHee §;

7. dns comumanbHOW CEeTH, MOYTHI M JAPYTHX CAWTOB HEOOXOIMMO HMCIOIb30BATh
pasHble naposn. Torna ecnu Te0s B3J10MaOT, TO 3JI0YMBIIIJIEHHUKH TIOJIy4aT JOCTYM
TOJBKO K OJJHOMY MECTY, a HE BO BCE Cpasy.

DJIEKTPOHHBIE JICHbI'U

DJEeKTPOHHBIE JEHBIW - 3TO OYEHb YIOOHBIM CHOCOO IJIATEXEW, OJIHAKO
CYIIECTBYIOT MOLLIEHHUKH, KOTOPBIE XOTAT MOJIYYHUTh 3TH ICHBIH.

OJIEKTPOHHBIE JEHBI'M IMOSBWIMCh COBCEM HEIABHO M HMMEHHO H3-3a HTOTO BO
MHOT'MX FOCyAapCTBax J0 CUX MOP HE MPOIMKUCAHO MPO HUX B 3AKOHAX.

B Poccuu ke onn GyHKIIMOHUPYIOT U O HUX YK€ MTPOMKMCAHO B 3aKOHE, I7I€ UX
Pa3iesIIOT Ha HECKOJIBKO BHUJIOB - aHOHUMHBIE U HE aHOHMMHBIE. PazHuIa B TOM,
YTO AaHOHHMMHBIE - 3TO T€, B KOTOPBIX paspeliaercs MPOBOAUTH Omepanuu 0e3
UACHTU(UKAIIIY TT0JIH30BATEINSI, @ B HEAHOHUMHBIX UCHTHU(PHUKAIMS TOIB30BaTeNs
ABIISIETCS 0053aTEIIbHOM.

Taxke crnemyer pas3nmuyaTh DJJIEKTPOHHBIC (HUATHBIC JOCHBIH (PaBHBI
rOCyJJapCTBEHHBIM BAJIOTAM) W AJICKTPOHHBIE He(dUaTHBIE JCHBIM (HE pPaBHBI
roCyJapCTBEHHBIM BAIIOTaM).

OcHOBHBIE COBETHI IO 0€30MaCHOM padOTe C MEKTPOHHBIMU JIEHbIaMU:

1. IlpuBsku K cueTy MOOWIBHBIN TernedoH. DTO camblii yIOOHBIM W OBICTPHIN
croco0 BOCCTAHOBUTH JOCTYI K cuery. [IpuBsizaHHbId TenedoH MOMOXKET, eClu
3a0ylelllb CBOM IUIATEXKHBIM Mapoib WIM 3aiiielllb Ha CalT ¢ HE3HAKOMOTO
YCTPOUCTBA;

2. Ucnionw3yii oiHOpa3oBbie napoiid. [lociie nepexo/ia Ha yCUIIEHHYIO0 aBTOPU3ALINIO
Tebe yXe He OyIeT yrpokarb OINAaCHOCTh KpPa)XXd WM TEepexBaTa IUIATEKHOTO
apoJIs;

3. Beibepu cioxHbiid apob. [Ipectynaukam Oyner He MPOCTO yralarh CIOXKHBIH
napoJib. HajexxHble mapoiu - 3T0 MapoJik, KOTOPBIE COJEPKAT HE MEHEE 8 3HAKOB U
BKJIFOYAIOT B C€0S1 CTPOYHBIC U MPOMUCHBIE OYKBBI, ITU(PHI U HECKOJIBKO CUMBOJIOB,
Takhe Kak 3HaK jojuiapa, ¢yHTa, BOCKJIMIATENBHBIN 3HAaK W T.M. Hampuwmep,
$tRONg!;;

4. He BBOJM CBOU JIMYHBIE JaHHBIE HA CaliTaX, KOTOPHIM HE JIOBEPSICIIIb.
DJIeKTPOHHAs MToYTa

DNEeKTpOHHAs MOoYTa - 3TO TEXHOJIOTHS U MPEAOCTABISIEMBIE €0 YCIYTH IO
NEPEChUIKE U MOJIYYECHUIO JIEKTPOHHBIX COOOIEHUH, KOTOPBIE PACTIPEETSIOTCS B
KOMIBIOTEPHOU ceTH. OOBIYHO SJIEKTPOHHBIA TOYTOBBIM SAIIUK BBITJISIAT
CJIeIYIOIKUM 00pa30oM: UMsI_TMOJIb30BaATENA(@HUMS_JTIoMeHa. Takxe KpoMme nepenadu
IPOCTOTO TEKCTa, IMEETCA BO3MOXKHOCTh TiepeaaBaTh (ailsibl.

OcHOBHBIE COBETHI IO 0€30MacCHON PabOTe C NEKTPOHHOU MOYTOM:



1. Hago BbIOpaTh MpaBWIIbHBIA MOYTOBBIM cepBUC. B MHTEpHETE €CTh OTPOMHBIN
BBIOOp OECIIaTHBIX TOYTOBBIX CEPBHUCOB, OJHAKO JIYYIE TOBEPATh TEM, KOTO
3HAEUIb U KTO MEPBBIA B PEUTHHTE;

2. He yka3piBail B JHYHON MmouTe JUYHYI0 HHbopmanmio. Hampumep, myurne
BBIOpaTh "My3bIKaNbHBIN (paHaT@" nau "pok2013" BMecTo "Temal3";

3. Hcnonb3yli NBYXATAaHYK aBTOPHU3ALHMIO. JTO KOTJAA NOMHUMO IApOJs HYKHO
BBOJIUTH KO/, MPHUChIJIaeMbli 110 SMS;

4. Be1bepu CclI0KHBINA maposib. JJis Kax10ro moYToBOIro SIIIMKA JTOJKEH ObITh CBOM
HAJIC)KHBIM, YCTONYUBBIN K B3JIOMY I1apOJIb;

5. Ecin eCTh BO3MOYKHOCTB HAIIUCATh CAMOMY CBOM JIMYHBIN BONIPOC, HCTIOJIB3YH ATy
BO3MOKHOCTb;

6. Mcnonp3yil HECKOIBKO MOYTOBBIX SIIUKOB. [IepBbIid 1JIs1 4aCTHOM MEPENUCKH C
ajgpecaTaMy, KOTOPBIM Tbl JIOBEpsACIIb. OTO DSJIEKTPOHHBIM aJapec HE HaIo
UCIIOJIb30BaTh TP PErUCTpalvy Ha (HopyMax U cailTax;

7. He oTkpbIBaii (hailsibl U Ipyrye BIOKEHUS B MUChMaX, aXKe €CJIU OHU MPUILLTH OT
TBOUX Jpy3ei. JIydie yTouHH Yy HUX, OTHPABIISIIN JIK OHU TeOe 3T (aJibl;

8. ITocne okoHuaHusi pabOTHI HA TOYTOBOM CEPBHUCE MEPE 3aKPHITUEM BKJIAJKH C
caiiToM He 3a0y/1b HaKaTh Ha "BeiidTu".

KubepOymauHr win BUPTyaJIbHOE U3€BATEIILCTBO

KubGepOynnuur -  mpecienoBaHue  COOOUIEHUSIMH,  COJEPKAIIUMU
OCKOpOJIeHuS, arpeccuro, 3aIlyTrUBaHUE; XYJIUTaHCTBO; COLIMAJIbHOE
OOMKOTHUPOBAaHUE C MIOMOIIBIO PA3IMYHBIX HUHTEPHET-CEPBUCOB.

OcCHOBHBIE COBETHI 110 0OpbOE ¢ KHOEPOYIIITMHTOM:

1. He Gpocaiicsa B 60ii. JIyummii cmoco6: mocoBeTOBaThCS Kak ce0sl BECTH U, €CIU
HET TOTO, K KOMY MOKHO OOpaTUThCS, TO BHAYaje YCIIOKOUTHCS. Eciu Thl HauHeb
OTBEYaTh OCKOPOJICHUSIMU Ha OCKOPOJICHUS, TO TOJIHKO €Ile OOJbIIe Pa30XkKeIIh
KOH(JIUKT;

2. Ympasnsii cBoeil kKubeppemyTaimei;

3. AHOHUMHOCTH B ceTd MHUMasi. CylIeCTBYIOT CIOCOOBI BBISICHUTh, KTO CTOMUT 3a
AHOHMMHBIM AKKAyHTOM;

4. He cTouT BecTH XyJIUTaHCKUI 00pa3 BUpTyabHOU xu3HU. UTHTEpHET Ppukcupyer
BCE TBOM JICHICTBUS U COXpAHSET UX. Y JAIUTh UX OYJET KpaliHe 3aTpyTHUTEIIHHO;
5. Cobnronait CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyi#t enuHnuHbli HeraTuB. OMHOPA30BbIE OCKOPOUTEIBHBIE COOOIICHUS
Jdy4uie UrHopupoBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha Ha4yaabHOM CTaIuu;

7. ban arpeccopa. B mporpammax oOMeHa MrHOBEHHBIMH COOOIICHHSIMH, B
COLIMAJIbHBIX CETAX €CTh BO3MOXKHOCTH OJOKMPOBKH OTHPABKU COOOILEHUN C
ONpEEIEHHBIX aJPECOB;

8. Ecimu Th cBuzerenp kubepOysuimHra. TBOWM JCHCTBHS: BBICTYNUTH MPOTHB
npecieaoBaTens, MOKa3aTh €My, YTO €ro JEWCTBUS OLICHMBAKOTCS HEraTUBHO,
NoJJIepKaTh KEPTBY, KOTOPOM HY)KHA IICHXOJIOTMYECKash MOMOIIb, COOOUIUTH
B3pOCIBIM O (paKTe arpeCCUBHOTO MOBEACHHS B CETH.



MoOuabHbIH TeaehoH

CoBpemeHHbIe cMapT()OHBI U TJIAHIIETHI COAEPKAT B ce0€ BIOJIHE B3POCIIbIN
GbyHKIIMOHAN, W TEmepb OHM MOTYT KOHKYpUPOBaTh CO CTAaIllMOHAPHBIMU
KoMrbloTepamMu. OgHAKO, CPEACTB 3AIIUTHI J1JIs1 TOJJOOHBIX YCTPOUCTB MOKA OYEHB
Majo. TecTupoBaHKE U TOUCK YSI3BUMOCTEN B HUX MPOUCXOJIUT HE TaK UHTECHCUBHO,
kak juis I1K, To ke camoe kacaeTcss 1 MOOMIIBHBIX TTPHIIOKCHHM.

CoBpeMeHHBbIE MOOWIbHBIE Opay3epbl YK€ MPAKTUYECKH JOTHAIM HACTOJIbHBIE
aHaJioTH, OJHAKO pacmupeHue ¢QyHKIMOHANa BJEUYEeT 3a COO0OH OOJbIIyIO
CJI0’KHOCTh ¥ MEHBIIYIO 3aITUIIIEHHOCTb.

Jlaneko He Bce MPOM3BOAMTENM BBIMYCKAIOT OOHOBIEHUS, 3aKPBIBAIOIINE

KPUTHUYECKUE YSI3BUMOCTH JIJISl CBOMX YCTPOMUCTB.

OcCHOBHBIE COBETHI JIJIs1 0€30MaCHOCTH MOOMIIBHOTO TesedoHa:

Huuero He siBnsieTcs mo-HactosiieMy OeciuiaTHbIM. ByJlb OCTOpOXEH, Bellb Korja
Tebe mpejiaraloT OeCIUIaTHBIA KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKHE-TO
MJIaTHBIE YCIIYTH;

Hywmaii, mpexxae dyem oTnpaBuTh SMS, ¢oto wim Buaeo. Thl TOYHO 3HAEIIID,

r7ie OHU OyyT B KOHEYHOM UTOTE?

Heo6xoa1mo 0GHOBIISATH ONEPAIMOHHYIO CUCTEMY TBOETro cMapT¢oHa;

Hcnonb3yit aHTUBUPYCHBIE TTPOTPAMMBI JJIsI MOOMIJTBHBIX TEJIE(OHOB;

He 3arpyxail mnpunoXeHus OT HEU3BECTHOTO HMCTOYHHMKA, BEAb OHH MOTYT
coJiepkaTh BPEJOHOCHOE MPOTPaMMHOE 00eCIIeYEHHE;

[Tocne Toro kak Thl BBIMACIIB C CaiiTa, I71€ BBOAWI JUYHYIO HH(POPMALIMIO, 3211 B
HACTPOWKH Opay3epa u yaaiu cookies;

[lepuonnuecku mnpoBepsiii, KakuWe IUIaTHBIE YCIYyTW aKTHUBUPOBAHbI Ha TBOEM
HOMeEpE;

JaBaii cBoil HOMEp MOOWJIBHOTO TelePOHA TOIBKO JIOASM, KOTOPBIX ThI
3Haeulb U KOMY JOBEpSCIb;

Bluetooth momxeH ObITH BBIKJIIOYEH, KOTJa Thl UM HE TOJb3yellbcs. He 3a0biBait
MHOT/1a POBEPSTH ITO.

Online urpsi

CoBpeMeHHbIE  OHJAWH-UTPBI - HATO  KPACOUHbIE, 3aXBaThIBAIOIIKE
pa3BiieueHusl, OOBEIUHSIONINE COTHU THICSY YeJIOBEK Mo BceMy mupy. Urpoku
UCCIIEAYIOT aHHBIM UM MHp, OOLIAIOTCS APYr ¢ APYIOM, BBIIOJHSIOT 3aJaHus,
CPAXKAIOTCS C MOHCTpaMM M TOJIYHYarOT ONBIT. 3a YJOBOJbCTBUE OHM ILJIATAT:
MOKYMAlOT JUCK, OTUIAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKHE-TO OIIIHH.

Bce atu cpeacrtBa MayT Ha NMOAJEpPKAHWE U PA3BUTHE UIPHI, a TAKKE Ha camy
0€30I1aCHOCTh: COBEPIIEHCTBYIOTCS CUCTEMbl aBTOPU3AIMH, BBITYCKAIOTCS HOBBIE
naT4u (UQpOBbIE 3aIIaTKU JUIsl IPOTPaMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.
B 1o106HBIX Urpax CTOMUT OMAcaTthbCsl HE CTOJIBKO CBOUX COMEPHUKOB, CKOJIBKO
KpaXku TBOETO MapoJisi, HA KOTOPOM OCHOBaHA CHCTEMa aBTOpU3AIMU OOJIbIIMHCTBA
Urp.

OcHOBHBIE COBETHI IO 0€30MMACHOCTH TBOETO UTPOBOTO aKKayHTA:



1. Eciu apyroii urpok BeAeT ceOs IUIOXO WIM CO3JaeT Te0e HENpUSITHOCTH,
3a0JIOKMPYI €r0 B CIIUCKE UTPOKOB,;

2. Tloxkanyiics agMUHUCTPATOpPaM WIPhl HA IIOXO€ IMOBEACHHE 3TOTO WIPOKAa,
YKEJIaTeNbHO IIPUJIOKUTh KaKHUe-TO J0KA3aTeNbCTBA B BUAE CKPUHOB;

3. He yka3biBaii muunyto uHdopmalyio B mpodaie urpsl;

4. YBaxail Ipyrux y4aCTHUKOB IO UI'PE;

5. He ycranaBnuBaii HeopuIMaabHbIC TATYU U MOJIBI,

6. Mcnonb3yil CIOKHBIE U Pa3HbIE MAPOIIH;

7. Jlaxxke BO BpeMsI UTPbI HE CTOUT OTKJII0YaTh aHTUBHpYC. [1oka Tl urpaeuib, TBOM
KOMIIBIOTEP MOTYT 3apa3uTh.

OUIIMHT WU Kpaka JIMYHBIX JaHHbIX

OObIYHOM Kpakel JeHEr U JOKYMEHTOB CETOJIHS YK€ HUKOTIO HE YAUBHILb,
HO C pa3BUTHEM HHTEPHET-TEXHOJIOTUN 3IO0YyMBIIUIEHHUKH NEPEMECTUINCh B
UHTEPHET, U MPOJIOJIKAIOT 3aHUMAThCA "MIOOUMBIM" 1€JIOM.
Tax mosiBUIach HOBasg yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (DUILUHT, TJaBHAas
1€JIb KOTOPOT'O0 COCTOUT B MIOJyUYE€HUH KOH(UIEHIIMAIbHBIX JAHHBIX II0JIb30BaTENIEH
- JoruHOB U napoJieid. Ha anrnmiickom si3pike phishing yntaercs xkak guiuHr (0T
fishing - peiOHas 0B, password - mapoJs).
OcHOBHBIE COBETHI IO 0OPHOE ¢ DUITUHTOM:
1. Cnenu 3a cBOMM akkayHTOM. Eciu Tl mojo3peBaelib, YTO TBOSI aHKeTa Oblia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKHMPOBaTh €€ U COOOLIUTh aJIMUHUCTpATOpaM
pecypca 00 3TOM Kak MOYXHO CKOpEe;
2. Hcnonw3yit Oe3omacHele BeO-CaiTbl, B TOM 4YHCJI€, UHTEPHET-Mara3uHoB HU
MOMCKOBBIX CUCTEM;
3. Hcnonw3yii cnokHbIEe U pa3Hble napoiau. Takum oOpa3om, ecinu TeOs B3IOMAIOT,
TO 3JIOYMBIIIJIEHHUKHU TOJy4yaT JOCTYII TOJBKO K OJJHOMY TBOEMY MPOQUIIIO B CETH,
a HE KO BCEM;
4. Ecnn 1e0s B3iOMaid, TO HEOOXOIUMO MPEIyNpPENUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIE T100aBICHBI y T€OS B APY3bIX, O TOM, UTO T€OS B3JIOMAJIH U, BOBMOXHO, OT
TBOETO MMEHHU OYJIET pacChlIaThCs CIaM U CChIJIKU Ha (DPUILMHIOBBIE CAMTBHI;
5. YcranoBu HagexHbld napois (PIN) Ha MoOMIbHBIN TenedoH;
6. OTKITI0YM COXpaHEHUe MapoJisi B Opaysepe;
7. He oTkpbIBail (pailyibl U Ipyrue BIOKEHUS B IMCbMaXx, JaKe €CJIM OHU MPUILIN OT
TBOMX Jipy3ei. Jlydllle yTouHU y HUX, OTIIPABIISIIN JIM OHU TeOe 3TU (Pailiibl.

[{udposas penyrarus

Hudposas pemyTanus - 3T0 HEraTUBHAS WU MO3UTHUBHAS MH(OPMAIIUS B CETH
o tebe. Komnpomerupyromas uHpopmaius, pasMelleHHas B UHTEPHETE, MOKET
CEpbE3HBIM O00pa30M OTpa3sUThbCsl Ha TBOeW peanbHOM >xu3HU. "Llndponas
penyTamus" - 3T0 TBOW UMUK, KOTOPbIN opmupyercsa u3 uHdopmanuu o tede B
UHTEPHETE.



TBoe MecTo KUTENbCTBA, Yy4eObl, TBOE (DUHAHCOBOE TMOJIOKEHHUE,
0COOEHHOCTH XapaKTepa U paccKasbl 0 OJIM3KUX - BCE 3TO HAKAIIUBAETCS B CETH.
MHorue mOAPOCTKU JIETKOMBICIICHHO OTHOCSATCS K MyONUKAlUud JTUYHOU
uHdopmanu B VIHTepHETE, HE MOHUMAasi BO3MOXKHBIX MOCHenCTBUM. Thl naxe He
CMOJXKEIIIb JIOTalaThCsa 0 TOM, 4To (pororpadusi, pa3MelieHHas 5 et Hazal, crajia
OPUYUHOM OTKa3a MPUHATH T€0s HA PaloTy.

KommenTtapuu, pasmenienne TBoux ¢Gororpaduii u gpyrue AeHCTBUS MOTYT
HE UCYE3HYTh JIAJKE MOCIIE TOr0, KaK Thl UX yJalullb. Thl HE 3HACUIb, KTO COXPaHUII
3Ty UH(POpPMAIIKIO, MTONaja JId OHA B TIOMCKOBBIE CUCTEMbI U COXPaHWJIACh JIM OHA, a
[JIABHOE: YTO MOAYMAIOT O TeO€ OKpY>KAaroUUe JIFOAH, KOTOpPble HAUAYT U YBUIAT
aT0. Haiitn mHpOpMannio MHOTO JET CIYCTS CMOXET J000# - Kak U3 J00phIX
noOyXAeHHH, TaK U C HAMEPEHHEM NMPUUUHUTD BPEA. DTO MOKET OBITh KTO YTOIHO.
OCHOBHBIE COBETHI IO 3ALIUTE LIUPPOBON PEIMyTaLUU:

1. [Togymaii, mpes e ueM 4To-TO MyOJIMKOBATh U MepeaBaTh y cedst B 6J0re uiu B
COLIMAJIbHOM CETH;

2. B Hactpoiikax mpo¢uisi ycTaHOBU OTpaHUUYEHHUS HA TPOCMOTP TBOETO MPpoduis U
€ro COJEPKUMOTO0, CAeal ero ToIbKo "miist npy3en";

3. He pasmemait u He ykaspiBail HHGOPMAIMIO, KOTOPas MOXKET KOro-inbdo
OCKOPOJISITH MJIH OOMXKATh.

ABTOpCKOE MpaBo

CoBpeMEHHbIE IIKOJIBHUKH - AaKTUBHBIE I0Jb30BATENU  LU(PPOBOIrO
npoctpaHcTBa. OJHAKO JaleKo HE BCE 3HAKOT, 4YTO IOJb30BAHUE MHOTMMH
BO3MOXKHOCTSIMM ~ LM(poBoro  mMupa TpeOyer  coONMOAeHHs NpaB  Ha
UHTEJIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepmuH "WHTEIEKTyallbHAas COOCTBEHHOCTBH" OTHOCHUTCS K Pa3IMYHBIM
TBOPEHUSIM YEJIOBEYECKOTO yMa, HauWHasg C HOBBIX H300pEeTEHUH U 3HAKOB,
0003HaYaIMNUX COOCTBEHHOCTh HA MPOJIYKTHI U YCIYTH, U 3aKaHYMBas KHUTAMH,
¢dororpadpusiMu, KUHOPUIEMaMU U My3bIKaJIbHBIMH ITPOU3BEACHUSIMH.

ABTOpCKHE MpaBa - 3TO MpaBa Ha MHTEJUIEKTYalbHYIO COOCTBEHHOCTH Ha
IIPOU3BEACHUS HAYKH, JINTEPATypbl U UCKYCCTBA. ABTOPCKHUE IpaBa BBICTYIIAIOT B
KayecTBE TapaHTHH TOTO, YTO HMHTEIJIEKTYyaJIbHBIA/TBOPUECKUN TPy aBTOpa HE
OyIer HampacHbIM, JacT €My CIIpaBeJIMBbIe BO3MOXHOCTH 3apadoTarh Ha
pe3ysibTaTax CBOEro TpyZda, HOJYyYUTh W3BECTHOCTh M npu3HaHue. Huxrto 0Oe3
pazpenieHuss aBTOpa HE  MOXET BOCHPOU3BOAMTH €ro  IPOU3BEACHHE,
pacnpocTpaHsATh, IyOJUYHO JIEMOHCTPUPOBATh, IPOJIaBaTh, HMMIIOPTUPOBATH,
nycKaTb B MIPOKaT, MyOJIMYHO HCIONHSTH, MOKA3bIBATh/UCHIOIHATh B PUpPE WIH
pasMmewars B lIHTepHere.

Hcnonb3oBanue '"mupaTckoro' OPOrpaMMHOrO  OOECIEYEHUST  MOXKET
OPUBECTM K MHOTMM pHCKaMm: OT IIOTEpPU JAHHBIX K TBOUM AakKayHTaMm J10
OJIOKUPOBKHM TBOETO YCTPOMCTBA, I'/I€ YCTAHOBJIEHA HeJerajpHas mnporpamma. He
CTOUT TaKXke 3a0bIBaTh, YTO CYIIECTBYIOT JIeTalbHble U O€CIUIaTHBIE MPOrPAMMBI,
KOTOpBIE MOKHO HAWUTH B CETH.



O nopraine

CeteBruuOK.p@ - TBOU II1aBHBIA COBETUUK B CETHU. 3/1€Ch Thl MOXKEIIIb Y3HATH O
0€30MaCHOCTH B CETH MOHATHBIM M JIOCTYHHBIM SI3BIKOM, a MPU BO3HUKHOBEHHHU
KPUTUYECKON CHUTyallud OOpaTUThCS 3a COBETOM. A TakXkKe MPUHATH y4yacTUE B
KOHKYpCaX U CTaTh CaMbIM IIU(PPOBBIM Irpak JaHUHOM !



